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MICHAEL C. KENNEY 


Intelligence Games: Comparing 
the Intelligence Capabilities 

of Law Enforcement Agencies 
and Drug Trafficking Enterprises 


Intelligence is critical to drug enforcement. To design effective programs, 
allocate resources, and evaluate results, policymakers need information 
about existing and impending trends in the illicit narcotics trade. To 
destroy processing labs, intercept drug shipments, apprehend alleged 
traffickers, and confiscate illegal proceeds, law enforcers require knowledge 
about specific criminal enterprises and their methods of operation. 
Intelligence must be (1) timely to allow police officers to arrest suspected 
participants; (2) reliable, to allow public prosecutors to convict them; and 
(3) accurate, to ensure that finite enforcement and prosecutorial resources 
are not wasted. 

Intelligence is also critical to the illegal side of narcotics trafficking itself. 
To design effective programs, allocate resources, and evaluate results, 
traffickers need information about production, transportation, and 
communications technologies and innovations undertaken by other 
criminal enterprises. To avoid the law’s drug enforcers, they require 
knowledge of government eradication, interdiction, and enforcement 
programs, along with the statutory regulations that circumscribe these 
efforts. To outmaneuver financial investigations, they need information 
regarding banking regulations and anti-money laundering statutes. To 
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exploit legal systems, they require knowledge of criminal law and 
jurisprudence. Intelligence must be timely, to allow them to keep abreast 
of counter-narcotics policies and programs, and accurate, to ensure that 
adaptations in trafficking operations will be effective. 

This study examines how “‘narcs” and narcos gather, interpret, and apply 
intelligence to their activities and programs. While non-state criminal 
enterprises cannot match the technological sophistication of drug 
enforcement and intelligence agencies, they possess important advantages 
over their state adversaries, including the clandestine nature of narcotics 
trafficking, flatter decisionmaking hierarchies, and fewer bureaucratic 
constraints to action. 


I. TYPES OF INTELLIGENCE 


Intelligence refers to the collection, analysis, and dissemination of 
information for government officials involved in the formation and 
execution of foreign, defense, and economic policy. Counter-drug 
intelligence refers to the collection, analysis, and dissemination of 
information for officials who design and implement drug enforcement 
policies and programs.' While not often considered in the writings of 
intelligence scholars, drug intelligence can be defined as the collection, 
analysis, and dissemination of information narcotics traffickers use to 
conduct their illicit activities and elude law enforcers. 

Drug enforcement intelligence comes in three flavors: strategic, 
operational, and tactical. While there is overlap among them, they vary in 
function and scope. 

(a) Strategic intelligence is the most general, dealing with broad trends in 
the international narcotics trade, including global and country drug 
production estimates, country and drug-specific threat assessments, and 
drug availability and consumption patterns. Policymakers, including 
department and agency managers, use strategic intelligence to predict 
future drug threats, determine funding priorities, and develop long-term 
plans and programs. Intelligence analysts develop strategic intelligence over 
a long period of time, often a year or more, and disseminate it among a 
wide range of consumers, including policymakers, law enforcement officials, 
even nongovernmental researchers. Because strategic intelligence is not 
designed to aid in the prosecution of narcotics violators, it is not subject to 
the same evidentiary standards of tactical and operational intelligence. 

The other two types are more narrowly focused than the strategic variety, 
targeting individuals and organizations that have been identified for 
immobilization. 

(b) Operational intelligence includes information about traffickers and 
enterprises that supports ongoing criminal investigations and prosecutions. 
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Examples include the identities and modus operandi of specific organizations. 
Analysts and drug enforcers develop operational intelligence over a period of 
several months and share it with police officials and prosecutors on a need to 
know basis.* 

(c) Tactical intelligence deals with information of immediate use in 
interdiction and enforcement operations. As such, it is even more precise 
and “‘actionable’’ than its operational cousin. Examples include telephone 
and fax numbers used by suspected traffickers, makes and models of drug 
transportation vehicles, stash house locations, and times and settings of 
specific transactions. Narcotics agents use tactical intelligence to conduct 
physical and electronic surveillance, undercover operations, and property 
raids. In light of the significance of tactical intelligence to their daily 
operations, drug enforcers often consider the collection and analysis of 
such information privileged. Tactical intelligence, the most time-sensitive of 
the three varieties, is developed day-by-day to assist active investigations 
and government prosecutions.* 


GOVERNMENT AGENCIES INVOLVED IN COUNTER-DRUG INTELLIGENCE 


In recent decades, United States law enforcement and intelligence 
agencies have devoted considerable resources to the collection, production, 
and dissemination of counter-drug intelligence. In recognition of the 
transnational trajectory of illicit drug flows, and the corresponding need 
for an effective intergovernmental approach to narcotics control, the U.S. 
has also sought to increase intelligence sharing between law enforcement 
agencies in “source” and “‘transit” countries and their U.S. counterparts. 
As the largest supplier of cocaine in the world and heroin in the Western 
Hemisphere, Colombia is a critical player in Washington’s international 
drug control strategy.° 

Today, dozens of U.S. and Colombian government agencies gather 
and analyze intelligence regarding Colombian trafficking enterprises. 
Three separate directorates of the Colombian National Police (CNP) 
produce tactical, operational, and strategic counter-drug intelligence: 
Anti-Narcotics, Intelligence, and the Judicial and Investigative Police. 
Moreover, the Department of Administrative Security (DAS), the National 
Prosecutor General’s office, and the Colombian Army, Navy, Marine 
Infantry, and Air Force, engage in counter-drug intelligence activities. 
With support from the U.S. government, Colombian military and law 
enforcement organizations have recently coordinated their intelligence 
activities through the Joint Intelligence Center.® 

Since the early 1980s, presidential directives and congressional legislation 
have increased the role of the intelligence community and Defense 
Department in U.S. counter-narcotics efforts.’ By 1998, the General 
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Accounting Office had identified twenty-two agencies from the U.S. federal 
law enforcement and national foreign intelligence communities that have a 
‘“‘principal role’’ in the collection and/or production of counter-drug 
intelligence. The agencies represent five cabinet-level departments (Justice, 
Treasury, Transportation, Defense, and State), and two cabinet-level 
organizations (Office of National Drug Control Policy (QNDCP) and the 
Director of Central Intelligence).* Table 1 summarizes these agencies, the 
type of intelligence they produce, and the domestic and foreign scope of 
their intelligence-gathering activities. The list is not comprehensive. In 
particular, the table does not include several federal agencies such as the 
Border Patrol; the Bureau of Alcohol, Tobacco, and Firearms; the Bureau 
of Land Management; and the Federal Aviation Administration, that 
produce counter-drug intelligence as a by-product of their primary mission.” 


THE DEAS ROLE IN COUNTER-DRUG INTELLIGENCE 


As the principal drug enforcement agency in the U.S. federal government, the 
Drug Enforcement Agency (DEA) is responsible for the collection, analysis, 
and dissemination of counter-narcotics intelligence. Since its creation in 1973, 
the ‘‘office’’ of intelligence has grown from a handful of domestic analysts to 
a division, with over 680 analysts stationed in the U.S. and more than twenty 
foreign countries. The intelligence program gained divisional status in 1992, 
emphasizing the significance of this function to its drug enforcement mission 
and improving the agency’s ability to coordinate drug intelligence 
internationally. The Intelligence Division, led by an Assistant 
Administrator, is responsible for the agency’s intelligence functions, which 
include collecting and producing intelligence in support of its enforcement 
activities, sharing intelligence with other federal, state, local, and 
international law enforcement agencies, increasing the efficiency of 
information reporting, analysis, storage, and exchange, and undertaking an 
ongoing review of its intelligence to “identify and correct deficiencies.”’!° 

In 1996, the Intelligence Division contained three offices and one center 
(see Figure 1). The Office of Investigative Intelligence designs, organizes, 
and executes DEA investigations of major trafficking organizations. This 
office includes separate units responsible for investigating large-scale 
cocaine and heroin enterprises. The Office of Intelligence Liaison and 
Policy designs policy for DEA intelligence programs, provides strategic 
intelligence on drug cultivation, production, and price and purity trends, 
and manages the agency’s statistical program. This office includes Foreign 
Strategic Intelligence Units for Latin America, Europe, and Asia and 
Africa that evaluate drug production, transportation systems, trafficking 
groups, and drug interdiction effectiveness in their respective areas. The 
Office of Intelligence Research provides analytical support to headquarters 
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Figure 1. Organization of DEA Intelligence Division. Source: DEA, “DEA Organizational 
Chart,” (No date), http://www.usdoj.gov:80/dea/agency/organizational.htm [Accessed 4 
June 2002]; FAS, op.cit.; GAO, Drug Control: An Overview of U.S. Counterdrug Intelligence 
Activities, Jeffrey T. Richelson, op. cit. 


in identifying major trafficking enterprises, and implements DEA policy 
regarding counter-drug intelligence collection. The Intelligence Division 
also includes a Special Field Intelligence Program that provides funding 
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for the collection of specialized data on drug processing methods, 
transportation routes and methods, money-laundering techniques, and 
drug-related terrorism.'! 


The EPIC Center 


The El Paso (Texas) Intelligence Center (EPIC) is the primary counter-drug 
tactical intelligence center in the U.S. drug enforcement system. EPIC’s 
mission is to support drug enforcement and interdiction programs through 
the “timely analysis and dissemination of intelligence on illicit drug and 
alien movements, and criminal organizations responsible for these 
movements” within the Western Hemisphere.'* EPIC is a multi-agency 
program administered by DEA that includes participants from the Central 
Intelligence Agency (CIA); the Defense Intelligence Agency; the National 
Security Agency; the Federal Bureau of Investigation (FBI); the Federal 
Aviation Administration; the Bureau of Tobacco, Alcohol, and Firearms; 
the Coast Guard; the Customs Service; the Immigration and 
Naturalization Service; the Internal Revenue Service; the Marshals Service; 
the Secret Service; and the Departments of Defense and State.'? 

The heart of EPIC is the highly regarded Watch Operations Section, which 
provides “‘real time” information to federal, state, and local law enforcement 
agencies on the movement of illicit drugs and aliens through land, sea, and 
air transportation routes. The Tactical Operations Section oversees several 
international information collection and sharing programs, including the 
Special Operations Unit, the Operational Intelligence Unit, and the Joint 
Information Coordination Centers (JICC). The latter provides computer 
hardware, software, and training to numerous Latin American countries so 
that they can establish their own tactical intelligence collection centers 
modeled after EPIC. The Research and Analysis Section, composed of 
Domestic, Foreign, Southwest Border, and Trend Analysis units, provides 
smuggling assessments regarding specific trafficking groups, geographic 
areas, and transportation and concealment methods. '4 


STRENGTHENING THE CNP’S COUNTER-DRUG 
INTELLIGENCE CAPABILITIES 


Traditionally, the intelligence capabilities of Colombia’s law enforcement 
agencies have lagged far behind their U.S. counterparts. During the 1970s 
and 1980s U.S. law enforcers were often reluctant to share tactical and 
operational intelligence with their Colombian counterparts for fear that it 
would reach suspected traffickers. U.S. officials complained about 
competition among different units within the Colombian National Police 
(CNP) and the Department of Administrative Security (DAS), the 
diffusion of uncoordinated and overlapping anti-drug programs, and the 
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lack of cooperation between Colombian law enforcement and military 
organizations. To help resolve these problems and strengthen drug 
enforcement cooperation between the two countries, Washington and 
Bogota entered into a series of agreements in which the U.S. provided 
substantial material and symbolic assistance to reform existing institutions 
and create new ones, including specially trained enforcement and 
investigative units.'> 

In 1980, the first of these bilateral accords consolidated all CNP 
eradication and interdiction programs within a single Directorate of Anti- 
Narcotics (DIRAN). In subsequent years, additional agreements created 
elite drug enforcement units within the CNP and DAS that engaged in a 
variety of drug enforcement activities, including spraying drug plantings, 
destroying processing laboratories, interdicting drug and precursor 
chemical flows, arresting suspected traffickers, and seizing drugs, assets, 
and physical evidence that could be used in government prosecutions. This 
trend continued in the following decade as the Colombian government 
formed elite units and multi-agency task forces focusing on complex 
conspiracy investigations and counter-drug intelligence. These well-funded 
entities received substantial training from the U.S., and enjoyed access to 
sophisticated weaponry, eavesdropping equipment, and transportation and 
communications technologies. 

Also in the 1990s, the Colombian government prioritized law enforcement 
intelligence to counter growing threats to citizen security posed by trafficking 
enterprises, right-wing paramilitary organizations, and left-wing 
insurgencies. Prominent among these efforts was the computerization of 
law enforcement intelligence collection, analysis, and dissemination 
systems, the creation of a new CNP Directorate for Intelligence (DIPOL) 
in 1995, and the construction of a state-of-the-art Central de Inteligencia 
Political to support DIPOL programs three years later. DIPOL’s primary 
function is to produce reliable, objective, and timely intelligence to support 
enforcement operations targeting criminal and terrorist organizations in 
Colombia.'’ Figure 2 diagrams the organizational structure of the new 
directorate. 

The Colombian government’s commitment to intelligence in recent years 
has improved information sharing with the United States. Today, 
Colombia’s law enforcement, intelligence, and military agencies exchange 
substantial counter-drug intelligence with the DEA, the CIA, the FBI, the 
Bureau of International Narcotics and Law Enforcement Affairs, the 
Customs Service, Joint Interagency Task Force (JIATF)-East, and Tactical 
Analysis Teams. Much of this information sharing occurs through the 
Information Analysis/Operations Center (IA/OC) maintained at the 
U.S. Embassy in Bogota. This intelligence center processes tactical and 
operational intelligence on cocaine production that the CNP and Colombian 
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Figure 2. Organization of CNP Intelligence Directorate. Source: CNP, “Direction 
Central de Intelligencia,” http://www.policia.gov.co/inicio/portal/unidades/dipol.nsf/ 
paginas/Organigrama [Accessed 4 June 2002]. 


military gather through field operations, such as raids on processing 
laboratories and properties owned by suspected traffickers. The IA/OC 
then analyzes the information to identify additional targets for law 
enforcement operations and criminal investigations. Additional intelligence 
sharing programs between the two countries include: 


e a Joint Information Coordination Center that allows Colombian law enforcement 
agencies to query EPIC about suspicious individuals, airplanes, and maritime 
vessels, and provides a clearinghouse for tactical and operational intelligence in 
Colombia; 

e a Joint Intelligence Center that produces intelligence for three counter-drug 
battalions created under Plan Colombia and trained by the U.S. military; 

e Operation Papagayo, administered by a CNP Special Investigative Unit (SIU), 
intercepts traffickers’ communications in Colombia and shares this intelligence 
with the DEA; 

e another intelligence SIU collects and disseminates tactical and operational 
intelligence on major narcotics organizations to assist criminal investigations 
by other CNP units; 
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e ajoint U.S.—Colombian heroin task force provides tactical intelligence to assist 
drug seizures in Colombia and criminal investigations in the U.S.; 

e and numerous joint operations between the Columbian Navy and JIATF-East 
that facilitate intelligence sharing regarding maritime drug shipments in the 
Caribbean and Pacific Ocean.'® 


Of course, Washington is not the only partner in Colombia’s intelligence 
sharing efforts. The CNP shares tactical and operational intelligence with 
the British secret service, while DAS serves as an information exchange 
liaison with the International Criminal Police Organization (INTERPOL). 
Colombia also participates in the annual International Drug Enforcement 
Conference, which brings together high-ranking enforcement officials from 
throughout the Western Hemisphere to share operational and strategic 
intelligence regarding the transnational narcotics industry. In recognition 
of these efforts, since the early 1990s the U.S. government has consistently 
praised Colombia’s intelligence sharing practices with American and 
international law enforcement agencies.'” 


GATHERING INTELLIGENCE THROUGH CRIMINAL INVESTIGATIONS 


Government agencies collect counter-drug intelligence from human, 
electronic, photographic, and documentary sources. Human intelligence 
sources include cooperating witnesses, criminal informants, and law 
enforcement officials. Electronic sources include intercepted telephonic and 
radio communications, and electronic emissions from radar stations and 
other electromagnetic sensing devices. Photographic or imagery intelligence 
includes images of persons or objects captured through cameras, video 
recorders, and sophisticated aerial and satellite imaging systems. 
Documentary intelligence includes records, files, and other documents 
obtained from clandestine and open sources. Clandestine documentary 
sources include financial records, correspondence, computer files, and other 
material objects that have been captured by police officials executing 
searches or subpoenaed by state officials conducting investigations. Open 
sources include newspaper and magazine articles, radio and television 
reports, books, speeches, court proceedings, congressional hearings, and 
other government documents available in the public domain.*° 

Criminal investigations targeting specific individuals and organizations are 
the primary mechanism by which drug enforcement agencies gather tactical 
and operational intelligence. The most valuable human sources of 
intelligence in many investigations are criminals and their associates, 
collectively referred to as criminal informants. While concerned citizens 
and police agents may provide useful tactical intelligence to law 
enforcement officials, often the only persons with detailed knowledge of 
particular criminal acts are those who participate in these transactions. 
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Investigations targeting specific organizations and individuals frequently 
commence with tips provided by criminal informants. In recognition of 
their importance to narcotics investigations, drug enforcers have developed 
a variety of strategies and procedures to maximize their access to these 
finite resources. One common technique is to apprehend “‘targets of 
opportunity,” low-level drug dealers who face the greatest exposure to law 
enforcement efforts, and pressure them to turn state’s evidence against 
higher-ranking figures who subsequently become surveillance targets. 
Another practice is to recruit confidential informants by offering handsome 
rewards to persons who supply information leading to the arrest of high- 
level traffickers. This practice has been pursued with some success in 
targeting the leaders of the Cali and Medellin core organizations in 
Colombia, allowing police investigators to penetrate their elaborate 
security structures.”! 

Once investigators identify participants in a particular trafficking 
conspiracy, various forms of surveillance and undercover operations are 
used to gather additional intelligence or create the antecedent conditions 
for narcotics violations. Surveillance refers to the clandestine observation 
of persons, vehicles, places, or objects to obtain information on criminal 
activities or participants’ identities. Undercover operations are a form of 
surveillance in which investigators or criminal informants assume false or 
misleading identities to acquire information. Physical surveillance involves 
placing drug enforcers or confidential informants in locations and 
situations where they may witness narcotics violations first-hand, such as 
on-site stake-outs and undercover operations. Investigators supplement 
physical surveillance and undercover operations with photographic and 
electronic surveillance equipment, including 35-mm cameras, video 
recorders, portable radios, tape recorders, and night vision scopes, that 
intercept communications among traffickers and records their illicit 
activities. When sufficient intelligence has been collected to execute court- 
approved search warrants, police agents raid apartments, offices, and stash 
houses, and capture incriminating documents, computer files, and other 
records of narcotics violations. All of these documents and recordings 
contain useful information that can be exploited by criminal investigators 
and government prosecutors.” 


DIFFICULTY OF PENETRATING MAJOR COLOMBIAN 
TRAFFICKING ENTERPRISES 


The amount of information gathered about Colombian trafficking enterprises 
through physical surveillance and undercover operations is often limited. 
Unlike street sales by low-level dealers, organizations involved in 
international transportation, importation, and wholesale distribution 
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conduct their activities away from public view. Their practices and 
procedures are designed to minimize their exposure to law enforcement 
tactics. Transactions involve willing participants rather than victims eager 
to report their activities to the police. 

Moreover, certain structural features of major trafficking enterprises make 
it difficult for undercover agents to infiltrate upper management circles. 
Included are the closed nature of upper-level management circles, where 
only close family members and long-standing confidants have access to 
enterprise leaders and their compartmentalized structures, whereby rank- 
and-file participants work in discrete cells that rarely interact with other 
parts of the enterprise. Among the handicaps facing narcotics agents are 
the numerous legal constraints on their activities. These include rules that 
prohibit them from consuming illegal drugs, thereby earning the trust of 
criminal participants, and the legal obligation to intercept international 
drug shipments before they reach illicit markets. 

While some of these limitations do not apply to confidential sources that 
occupy upper-level positions within major trafficking enterprises, the use of 
informants creates additional problems for law enforcers. For one thing, 
high-ranking informants who possess detailed knowledge of the inner 
workings of Colombian trafficking enterprises are a scarce resource for 
narcotics agents. More generally, the quality of information provided by 
informants varies considerably. Informants have strong incentives to lie to 
criminal investigators, and provide information that is harmful to only 
their adversaries, such as competing trafficking enterprises. Even when they 
receive formal and informal training in informant “‘handling,”’ drug 
enforcers may find it difficult to determine if these professional criminals 
are providing accurate information against intended targets. Reliance upon 
informants to prosecute criminal cases creates difficulties for government 
attorneys who face burdensome evidentiary standards. Their often 
extensive criminal backgrounds are easily exploited by capable defense 
attorneys who seek to weaken their credibility.** 

In light of the numerous limitations surrounding the use of physical 
surveillance practices and criminal informants, electronic surveillance is a 
vital tool for developing tactical and operational intelligence on Colombian 
trafficking enterprises. Electronic eavesdropping technologies, such as 
telephone taps, telephone transmitters, simple transmitters, laser 
interceptors, satellite relays, radio telemetry, and fiber optics allow police 
and intelligence officials to intercept communications and identify high- 
ranking participants, impending drug shipments and locations used for 
conducting trafficking activities. In addition, narcotics agents use pen 
registers and trap and trace devices to record the phone numbers of 
outgoing and incoming calls, which are subsequently investigated to 
identify other potential participants.** 
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Testifying before the U.S. Congress, the head of the DEA’s Atlanta Field 
Division described how narcotics agents use electronic surveillance 
technologies to penetrate major trafficking enterprises: 


Prosecuting the drug kingpins who command and control these 
organizations requires law enforcement to find some way to get inside 
their sophisticated structures to obtain evidence of their crimes. Often 
the only feasible means of infiltrating these structures is through the 
use of electronic surveillance; primarily court approved pen registers 
and trap, trace devices, and wiretaps.... Pen registers and trap and 
trace devices are used in the early stages of investigations to develop 
enough information to obtain a warrant for a wiretap. Trained 
investigators can use pen registers to establish a calling pattern, 
including information that the suspect telephone has been used in calls 
with telephones of other known traffickers. Without such tools, law 
enforcement will be unable to penetrate the drug trafficking 
organizations and will be unable to obtain the evidence needed to 
apprehend and prosecute these kingpins for their crimes.”> 


The purpose of employing electronic (and human) surveillance 
technologies is to develop “‘actionable”’ intelligence that drug enforcers can 
use to identify and apprehend suspected traffickers, and prosecutors to 
convict them. Due to the adaptive nature of many trafficking enterprises, 
the shift from intelligence to operations must be done expeditiously. When 
narcotics agents gather sufficient intelligence to execute search warrants on 
specific locations, they raid these apartments, offices, and stash houses, 
gathering more information as they capture incriminating documents, 
computer files, and other records of illicit activities. They also capture 
additional traffickers whom they attempt to “‘flip’’ and thereby further 
infiltrate the criminal conspiracy. In this manner, enforcement operations 
provide additional opportunities to collect tactical intelligence from human 
and clandestine documentary sources. Indeed, drug enforcers rely on both 
electronic and human intelligence sources to identify, apprehend, and 
disrupt trafficking enterprises.*° The actual mix of investigative tactics 
varies on a case-by-case basis, depending on the circumstances surrounding 
the initial lead, as well as the investigative skills, organizational cultures, 
and resource constraints of participating agencies. 


MANUFACTURING DRUG ENFORCEMENT INTELLIGENCE 


The collection of information is only the first step in the counter-narcotics 
intelligence cycle. This data is then analyzed, evaluated, reported, and 
disseminated within the law enforcement and policymaking communities. 
United States and Colombian drug enforcement and intelligence agencies 
manufacture a variety of classified and unclassified intelligence products for 
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drug enforcers and policymakers, including annual drug threat assessments, 
organizational profiles of specific trafficking enterprises, country-oriented 
drug studies, and drug and geography-specific trend publications. These 
documents contain operational and strategic intelligence about Colombian 
trafficking enterprises and the illicit drug industry in Colombia. Drug 
enforcement agencies also produce tactical intelligence products, including 
link diagrams, telephone toll analyses, commodity flow reports, and post- 
seizure examinations of narcotics, documents, computer records, shipment 
containers, vehicles, and other equipment used by trafficking organizations. 
This data allows drug enforcers to identify and analyze active criminal 
enterprises and determine trafficking and money laundering trends. 
Collectively, they form part of the organizational memories maintained by 
U.S. and Colombian law enforcement agencies.”’ 

Due to the fluid nature of the transnational narcotics industry, and the 
flexibility of the enterprises that coordinate it, counter-drug intelligence is 
time-sensitive. To be effectively utilized in ongoing investigations, tactical 
and operational intelligence must be produced, packaged, and updated on 
a regular basis. Moreover, it must be shared with the domestic and foreign 
law enforcement agencies that require it to conduct their operations. The 
DEA facilitates the diffusion of counter-drug intelligence among federal, 
state, local, and foreign law enforcement agencies through computerized 
information management systems and interagency clearinghouses, 
including the Narcotics and Dangerous Drugs Information System 
(NADDIS), the National Drug Pointer Index (NDPIX), and the El Paso 
Intelligence Center (EPIC). NADDIS is a computerized cross-indexed case 
file system maintained at EPIC that contains reports on over 3,500,000 
individuals, businesses, transportation vessels, and airfields known or 
suspected to be involved in narcotics trafficking, arms trafficking, and alien 
smuggling. NDPIX is a de-confliction pointer system that determines 
whether individual suspects are the targets of multiple criminal 
investigations. As noted, EPIC provides tactical and operational intelligence 
to participating U.S. and foreign law enforcement agencies regarding 
narcotics, arms, and alien smuggling in the Western Hemisphere.*® Drug 
enforcers in the U.S., Colombia, and other foreign countries draw on these 
vast organizational memories in conducting their own enforcement 
operations and criminal investigations.”” 


Il. INTELLIGENCE CAPABILITIES OF COLOMBIA'S NARCOTICS 
ORGANIZATIONS 


Drug-related intelligence is not the exclusive preserve of government 
bureaucracies. Similar to the law enforcement, intelligence, and military 
agencies that seek to dismantle them, Colombia’s trafficking enterprises 
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collect, analyze, and disseminate intelligence about their own illicit activities. 
Smuggling organizations use this information to allocate resources, exploit 
market opportunities, and improve their drug production, transportation, 
and distribution technologies. They also seek to reduce their exposure to 
government counter-narcotics efforts by gathering intelligence about the 
latest interdiction and enforcement strategies. Trafficking enterprises collect 
this information through research, surveillance, and undercover operations. 

Colombia’s narcotics organizations gather intelligence about drug 
enforcement efforts from a variety of open sources, including government 
documents, court records, media reports, and novels that describe law 
enforcement and military operations.*° The Rodriguez Orejuela enterprise 
collected tactical intelligence by exploiting U.S. legal procedures, such as 
the discovery process, to access indictments, affidavits, criminal complaints, 
counter-drug intelligence reports, and other government documents used 
against them in criminal proceedings. Enterprise leaders analyzed the 
intelligence to determine how law enforcers penetrated their operations, 
identify confidential informants and government witnesses in criminal 
proceedings, learn about the latest police surveillance and undercover 
tactics, and devise action strategies to avoid similar mistakes in the future. 
Other criminal organizations have been known to exploit the U.S. 
Freedom of Information Act to gather detailed tactical intelligence about 
criminal investigations, and hire attorneys to research wiretap regulations 
in order to determine the statutory limitations of electronic surveillance. 
The purpose of all these intelligence gathering activities for trafficking 
enterprises is to reduce their exposure to government counter-narcotics 
efforts by learning more about how drug enforcers work.*! 

The Colombian narcotics organizations also gather counter-drug 
enforcement intelligence through surveillance and undercover operations. 
During the 1980s, several aviation transportation rings established 
electronic listening posts in Miami and other coastal areas to monitor U.S. 
Customs interdiction flights and the activities of local narcotics agents, as 
well as their own drug flights. Some trafficking enterprises stationed 
observers at the Homestead Air Force Base and Boca Chica Naval Air 
Station in South Florida, also with the purpose of monitoring drug 
interdiction flights. In Colombia, other organizations conducted physical 
surveillance at local airports to monitor incoming flights, and collected 
intelligence on the motor vehicle models and license plates of the 
unregistered vehicles used by elite drug enforcement units.” 

Several trafficking organizations have developed sophisticated intelligence 
networks with the help of collaborators from a variety of public and private 
institutions, including law enforcement agencies, national and regional 
legislatures, prosecution offices, telephone companies, newspapers, taxicab 
companies, law firms, hotels, and other service industries. Through these 
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informants, trafficking enterprises acquire valuable information regarding 
drug enforcement programs, ongoing investigations, and impending 
counter-drug legislation. During the 1990s, the Rodriguez Orejuela 
enterprise established an intelligence network in Cali using local cab 
drivers that, in return for automobiles offered through interest-free loans 
and free mechanical assistance, provided information to the enterprise 
regarding suspicious activity. Many of the taxis were equipped with 
beepers, communications radios, and cellular telephones so that cabbies 
could share their surveillance findings with the trafficking enterprise. The 
Rodriguez Orejuela enterprise also succeeded in compromising the head of 
a joint military-CNP counter-drug unit by arranging a sexual liaison 
between the official and an undercover operative working for the traffickers.*? 
Colombian trafficking enterprises record, analyze, and disseminate 
information about their illicit activities and government counter-narcotics 
efforts. They use files, manuals, ledgers, notebooks, and correspondence to 
document organizational practices and monitor resource flows. Some of 
the more sophisticated enterprises use computers, encryption software, and 
Internet-based communications technologies to store and share tactical 
intelligence. The Rodriguez Orejuela organization maintained a number of 
computerized databases that included information about the criminal 
backgrounds of enterprise participants, the number of law enforcement 
personnel stationed in Colombia, phone numbers believed to be subject to 
electronic surveillance, and the license plates of undercover police vehicles. 
Tactical intelligence of their participants’ phone calls and computer 
programs were used to develop telephone link analyses to determine 
whether their associates were calling U.S. law enforcement agencies. 
Participants shown by the link analyses to be guilty of placing such 
incriminating phone calls faced violent, even deadly, reprisals.*4 


III. COMPARING INTELLIGENCE CAPABILITIES OF NARCS AND NARCOS 


Numerous narcotics enterprises skillfully produce and consume intelligence 
to reduce their exposure to government counter-narcotics efforts and attain 
organizational objectives. But the intelligence collection and analysis 
capabilities of the most sophisticated trafficking organizations pale next to 
those of their state adversaries. Even the most advanced computer system 
attributed to a Colombian narcotics organization—the encryption 
protected, IBM mainframe that produced telephone link analyses and 
other intelligence products for the Cali cartel—was no match for the 
electronic, photographic, and computerized intelligence assets at EPIC, the 
Joint Information Coordination Center in Colombia, and other military 
and intelligence centers. Drug enforcers in the U.S. and Colombia 
maintain dozens of specialized databases, multi-agency clearinghouses, and 
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satellite imaging and electronic surveillance systems that are simply beyond 
the resources of non-state criminal enterprises.*° 

Yet, for all the technological superiority of drug enforcement agencies, 
trafficking enterprises enjoy a number of advantages over their state 
adversaries, including the clandestine nature of their illicit activities, flat 
decisionmaking hierarchies, and fewer legalistic and bureaucratic 
constraints to action. These structural and organizational conditions ensure 
that the production of timely, accurate, and reliable counter-drug 
intelligence remains an ongoing challenge for law enforcement and 
intelligence agencies. 


CLANDESTINE NATURE OF DRUG TRAFFICKING 


Illicit drug trafficking is a covert enterprise. Narcotics organizations do not 
publish annual reports that document their organizational structures, 
operations, and illicit earnings; this task falls to the law enforcement, 
intelligence, and military agencies charged with disrupting them. To be 
effective in identifying and dismantling specific criminal enterprises, tactical 
intelligence must be timely and highly precise. For drug enforcers to know 
that a certain type of motor vehicle will deliver a load of drugs somewhere 
in Miami sometime during the third week of July is not enough. To be 
actionable, the information must specify the identify of at least one 
participant, the make and model of the vehicle (preferably including the 
license plate number), an address for the delivery point, and an estimated 
transaction time accurate within a period of several hours. 

Precise, “real time’’ intelligence is difficult to generate, particularly when 
the target is not clearly identified. Frequently, authorities do not know the 
identities of specific trafficking enterprises, nor the practices and 
procedures they use to conduct their activities. As long as traffickers 
remain below the radar screen of police and military agencies, they can 
conduct their illicit operations free from government penetration. Even the 
most highly trained drug enforcers cannot penetrate criminal conspiracies 
they have not already identified. Nor can they easily collect intelligence 
about narcotics violations acts prior to their commission.*° In this sense, 
trafficking enterprises are often a step ahead of the drug enforcers that 
seek to dismantle them. 

Ironically, successful drug enforcement may exacerbate this problem. When 
government officials expose the inner workings of a specific enterprise, the 
members of this criminal conspiracy no longer enjoy the advantage of 
operational secrecy. Drug enforcers can use this tactical intelligence to 
effectively dismantle the enterprise, which they often do. In so doing, 
however, they leave open the possibility that other trafficking enterprises 
will capitalize on opportunities created by the removal of the targeted 
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conspiracy from the market. This is precisely what occurred in Colombia 
following the CNP’s disruption and dismantlement of several major cocaine 
cartels during the 1990s. Having incarcerated, or killed, virtually the entire 
senior leadership of the Cali and Medellin cartels, the CNP and DEA were 
left with a host of trafficking operations about which they knew next to 
nothing. While many (but not all) of these “‘post cartel’’ enterprises were 
smaller and less sophisticated than their predecessors, they enjoyed the 
critical advantage of being largely unknown to drug enforcers. The growth 
of cocaine and heroin production in Colombia in recent years owes much 
to the illicit activities of several hundred trafficking enterprises that law 
enforcers and intelligence analysts are struggling to identify and apprehend.*’ 
Compounding the difficulty of producing actionable counter-drug 
intelligence, many narcotics enterprises are highly adaptive, altering their 
‘operational signatures”? and organizational structures to avoid drug 
enforcers. The ability of traffickers to change their operations in response 
to law enforcement limits the time frame for which tactical intelligence 
remains actionable. When drug enforcers identify a “new”? communication 
or transportation routine, adaptive enterprises have already moved on to 
other practices. To the extent that traffickers change stash house locations, 
cell phone numbers, and motor vehicles on a regular basis, drug enforcers 
must monitor these changes or risk losing sight of targeted enterprises.*® 


SMALLER IN SIZE, FLATTER IN STRUCTURE 


A second intelligence production advantage for narcotics enterprises has to 
do with their organizational structures. Compared with drug enforcement 
bureaucracies, trafficking enterprises are relatively small and flat. While 
variety exists among different enterprises, in the post-cartel era many 
trafficking groups contain fewer than two dozen participants. Larger 
organizations that coordinate transnational networks often contain fewer 
than a hundred participants, many of whom participate in these operations 
only on an ad hoc basis. Trafficking enterprises also contain few 
management layers. “‘Mom and pop”’ operations may feature only two 
levels of decisionmaking hierarchy: the boss and numerous subordinates. 
Larger enterprises may add a layer or two of administrative insulation, to 
protect the leaders from the vicissitudes of low-level participants that have 
been ‘‘flipped’’ by drug enforcers. But even the most “‘bureaucratic”’ 
trafficking enterprises, such as the cocaine cartels, generally contain no 
more than four management layers. 

Federal drug enforcement agencies are larger and more bureaucratic. The 
DEA and CNP contain thousands of participants, organized within 
numerous management levels. In fiscal year 2000, the Drug Enforcement 
Agency contained more than nine thousand employees, including over 
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Table 2. Authorized DEA Personnel, Fiscal Year 2000 


Personnel Type Number 
Special Agents 4,561 
Diversion Investigators 523 
Intelligence Specialists 686 
Chemists 259 
Professional /Administrative 1,323 
Technical /Clerical 1,780 
Total 9,132 


Source: DEA, DEA Staffing & Budget (No date), http://www.usdoj.gov: 
80/dea/agency/staffing.htm [Accessed 11 February 2002]. 


4,500 Special Agents (see Table 2). In 1997, the Colombian National Police 
contained over ninety thousand uniformed officers, approximately two 
thousand of whom worked in the Anti-Narcotics Directorate.*” 

Officials within these law enforcement agencies are organized into 
numerous layers of management. The top manager in the DEA is the 
Administrator, who oversees the entire agency, but, reports to the FBI 
Director. Then comes the Deputy Administrator, and below this office are 
a number of divisions, including Operations, the Intelligence, and 
Financial Management. Each division is led by an Assistant Administrator 
who oversees a number of offices. Each office is further broken down into 
sections with different areas of functional responsibility. 

The top management level in the Colombian National Police is the 
General Direction office, led by the Director of the agency. The CNP 
Director oversees the General Sub-direction office and several operational 
directorates, including Intelligence, Anti-Narcotics, and the Judicial Police. 
Each directorate is further broken down into a variety of offices and 
enforcement units.*° 

These bureaucratic structures produce numerous management layers as 
each section and unit is led by a different official. Within the DEA, a drug 
enforcement agent working in the Cocaine Investigative Section (see 
Figure 3) reports to the head of this section, who reports to the head of 
the Investigative Intelligence Section, who reports to the head of the Office 
of Intelligence Investigation, who reports to the Assistant Administrator 
for Intelligence, who reports to the Deputy Administrator, who reports to 
the Administrator. This trajectory contains seven levels of decisionmaking 
authority, from top to bottom. Figure 3 diagrams the convoluted, multi- 
layered structure. DEA foreign offices contain a similar bureaucratic 
structure. Special Agents report to one of four group leaders, each of 
whom reports to one of two Assistant Attachés, who reports to the DEA 
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DEA Administrator 


DEA Deputy Administrator 


Assistant Administrator for Intelligence 


Head of the Office of Intelligence Investigation 


Head of Investigative Intelligence Section 


Head of Cocaine Investigative Section 


Drug enforcement agent 


Figure 3. Example of DEA Management Levels. 


Country Attache, who reports to the Ambassador and the head of the South 
American Field Division.*! 

Organization theory suggests that the differences in size and management 
layers between narcs and narcos have important implications for their 
respective abilities to gather and manufacture intelligence. Within 
organizational settings, information—the basic building block of 
intelligence—tends to travel faster when it flows through fewer processing 
channels. In addition, each processing channel represents an opportunity 
for organizational participants to distort, suppress, or misinterpret 
intelligence, either through error or with intention. On both counts, 
trafficking enterprises enjoy a critical advantage over drug enforcers. With 
their small size and flat structures, narcotics organizations tend to gather 
and process intelligence more quickly than law enforcement agencies. 
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Information is also subject to fewer opportunities for manipulation within 
narcotics enterprises. With fewer opportunities for information distortion 
or suppression, decisions by entrepreneurs and upper-level managers are 
quickly communicated throughout the enterprise. With quicker information 
flows (and decision cycles), trafficking groups can also change their 
operational and procedural routines more quickly than law enforcement 
organizations. Several law enforcement officials have emphasized that their 
respective organizations were cognizant of this dilemma and are taking 
corrective steps, including allowing field agents greater decisionmaking 
authority, and forming special review boards to speed up information 
flows. Notwithstanding these reforms, they conceded that their criminal 
competitors maintain an important advantage on this point.** 


THE RED TAPE TRAP 


Narcos function outside the rule of law, narcs within it. This distinction, 
eloquent in its simplicity, has significant repercussions for drug enforcers. 
Like other government organizations, drug enforcement agencies are 
sovereignty-bound, in that they are constrained by legalistic and 
bureaucratic rules and norms that sovereignty-free adversaries lack. When 
carrying out their investigative and enforcement functions, including 
intelligence production, they must abide by a series of legal and 
bureaucratic procedures, and face consequences for the failure to do so. 

To begin a criminal investigation, police officials must corroborate their 
“leads” and follow a set of procedures that protect the rights of innocent 
civilians. To obtain a court-authorized wiretap for electronic surveillance, 
drug enforcers must file documents with the court that has jurisdiction in 
their area of operations. To purchase equipment or technology for 
intelligence and other operations they must receive supervisory support 
and follow budget protocols. To conduct raids on properties of suspected 
traffickers, police units must be accompanied by a government prosecutor. 
To work with criminal informants, drug enforcers must register them 
according to a set of administrative procedures. To prosecute alleged 
traffickers, government attorneys must share all relevant information about 
the criminal investigation with defense counsel.*? 

Trafficking enterprises lack equivalent constraints. When traffickers need a 
certain piece of equipment or material technology to conduct their criminal 
activities, they simply go out and buy it. When entrepreneurs require 
information about drug enforcement efforts they assign a participant or 
hire an outside consultant to acquire it. This is not to suggest that 
trafficking enterprises are disorganized anarchies, whose members lack 
rules, roles, and procedures to guide them. Indeed, narcotics organizations 
contain numerous routines that structure participants’ behavior. However, 
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these rules and procedures are more informal and less onerous than those 
regulating drug enforcers. Moreover, unlike their law enforcement 
adversaries, trafficking groups do not answer to a higher bureaucratic 
authority. The kingpin’s decision is law and does not have to be cleared 
with a contingent of organization lawyers to confirm its legality. 

The red tape trap confers three distinct advantages on trafficking 
enterprises vis-a-vis police organizations. First, by slowing information and 
decision flows in drug enforcement agencies, these legalistic and 
bureaucratic constraints prevent drug enforcers from responding as quickly 
to environmental change as their illicit competitors. Second, by prohibiting 
government officials from violating citizen’s rights, legalistic constraints 
prevent drug enforcers from engaging in certain practices that may 
otherwise be highly effective in identifying and apprehending traffickers. 
Third, to protect citizens’ rights and hold police organizations accountable 
for their actions, bureaucratic and legalistic constraints increase the 
transparency of drug enforcement efforts, allowing trafficking enterprises to 
gather information about these activities. One high-ranking DEA official 
elaborates on the last point: 


It is more difficult for us [law enforcers] to learn from them [traffickers] 
than for them to learn from us.... Because everything we do is 
aboveboard, everything we do is done legally, we do it and it is 
exposed, it is discovered in court, and that is the law and they have 
rights and... essentially that is the way the game is played, thank God, 
that is what democracy is all about, the rule of law, due process and 
everything, and it is satisfying to know that we comply with the rules 
and we adhere to their rights, and we still win on occasion, and that is 
the stuff we seize and the people we arrest, we do not seize and we do 
not arrest, and we do not know how many tons are out there getting 
by us because they have this greater insight, because we do things 
above water, we... they are very covert in their activities, we are 
covert in our activities to try to penetrate them but this must be over 
eventually to put them in jail and court and that is our exposure.“ 


IV. TRAFFICKERS’ SUCCESS TO CONTINUE 


Drug enforcement agencies and drug trafficking enterprises alike rely on 
intelligence to conduct their activities and achieve organizational objectives. 
In recent years, law enforcement, intelligence, and military organizations 
have devoted considerable resources to intelligence collection and analysis. 
These efforts have improved bilateral counter-drug intelligence sharing and 
increased the effectiveness of drug enforcement in both countries. Today, 
drug enforcers know more about the transnational drug trade than they 
did twenty years ago, and they draw upon this knowledge when conducting 
operations. As a result, U.S. and Colombian narcs are more proficient in 
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carrying out conspiracy investigations, using electronic surveillance 
technologies, conducting undercover operations, and tracing illicit drug and 
money flows across national borders than they were in decades past. 

Similar to the police bureaucracies that seek to dismantle them, Colombia’s 
narcotics trafficking enterprises collect, analyze, and disseminate intelligence 
about their illicit activities. While their intelligence capabilities cannot 
match the technological resources available to government organizations, 
they enjoy a number of advantages over their state competitors. The 
clandestine nature of illicit drug trafficking and the reactive quality of most 
criminal investigations makes the production of accurate and timely 
counter-drug intelligence by police agencies extremely difficult. Adding to 
this difficulty, trafficking enterprises are generally smaller, flatter, and face 
fewer bureaucratic constraints to action than drug enforcement agencies. 

The cumulative effect of these advantages suggests that drug traffickers will 
continue to experience a measure of success, even in the most hostile law 
enforcement environments, such as the United States. Even when drug 
enforcers succeed in dismantling certain enterprises, other players will 
emerge, driven by a desire to reap the substantial profits in the 
transnational drug trade. 
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